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Abstract:

The dangers facing the cultural environment, socialization and family relations are constantly
varied as a result of the expansion and development of cyberspace, resulting in many psychological
and behavioral disorders, and social problems that require growing awareness and keeping pace
with the development of cyberspace tools in its various cultural, social and family fields. This
study raised the following question: the nature and forms of the impact of cyberspace on the
cultural environment, socialization and family, and how parents and stakeholders can reduce the
impact of cyberspace on the cultural environment and socialization and family upbringing in its
various forms. This study also aimed to show the impact of cyberspace on the cultural
environment, socialization and family, and urge parents and concerned authorities to take the
necessary measures to reduce the impact of cyberspace on the cultural environment and
socialization and family, and the importance of this study lies in the need to update information on
the development of cyber influence tools and the emergence of new negative effects related to the
family, culture and society, to be an incentive for parents and concerned authorities to take. This
study relied on the historical qualitative research methodology to track the qualitative development
of family, cultural and social problems in the face of the qualitative development of cyberspace,
where studies that refer to diverse and renewable problems, and sometimes to some solutions - if
any - for research for the time period 2012-2022 AD. The results of the study were the emergence
of a several of new psychological and behavioral concepts and disorders in cyberspace that require
updating and keeping pace with dealing with them, and the existence of a knowledge gap among

health care providers and parents of the dangers of cyberspace.
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Figure 1. Paraent parcoption of their child's cyberbullying expeariences and theair child's actual expariences
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Figare 5.2: Resalts of study on pormissions
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Entertainment Reviews
Parenting
Education
Foundecd 2003; 19 years ago
Founder James P, Steyer, CEQ
Headquarters San Francisco, Callfornla,
United States
Revenue US$25452,329 (2018)
Website commonsensemedia. org o
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| Used to Be Famous
Movie review by Stefan Pape, Common Sense Media
Common Sense says
b  age 14+ **xx% o

AP
. Sweet British drama has neurodiverse lead, strong language.

7 BE
;4”0(& NR | 2022 | 104 minutes
K 4

[ Q Save ) 7 Rate movie )

Screenshot: commonsensemedia website. (6) a2 Js&
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A Lot or a Little?

The parents' guide to what's in this movie.

: Stands out for diverse representations, positive messages, and positive role models.

Positive Messages Positive Role Models Diverse Representations
© eeee 43 eeee { Jian oeee
Violence & Scariness Sex, Romance & Nudity Language

é 00 & Nolpresent #! eooe

Products & Purchases Drinking, Drugs & Smoking

$ Notpresent > oo

What Parents Need to Know

Parents need to know that | Used to Be Famous is a charming British drama that preaches the idea of

Screenshot: commonsensemedia website. (7) a2 Js&
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> o0
Drinking, Drugs & Smoking

Live music perfarmances takes place in bars whete people ar= seen drinking Alcohol In one scene, a character goes to the puts to have a drink
on their own. A younger character celebrates their birthday with 2 beer
™ Did you know you can flag iffy stuff with Plus? Adjust limits for Deinking Drugs & Smoking In yoar kid's entertainment guide. Join now

Screenshot: commonsensemedia website. (8) a2 Js&
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JUbY) Jsie o 13l il clipaill ST g st g 4 (Common Sense) & sal sl ) cile Sain) sy
(9) 2 Js&l Lkil (The Common Sense Census, n.d.). 23Ul

When forced to If you had to pick one site you didn't want to live without, which would it be?™
choose, more teens
prefer YouTube over

other popular
platforms.

Screenshot from: 2022-infographic-8-18-census-WEB-FINAL-RELEASE, (9) a2, Js&

.commonsensemedia website.
20 siad) sy (gAl) o yall ld iy
e pde ) il g pladiul J ss (The Common Sense Census: Media Use by Tweens and Teens, 2021)
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Journal of social protection research, 3(1) , 61-76 .
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o - sga (] Aol Y alaailY) e dnle Y1 A il & Al o c iy JUkY1(2020) e il sd
(003). https://doi.org/10.35395/1728-007-003-017 007 « 4/ s//

(2022) & cgale & .o uall ¢ o ep shall ¢ accaldll e de T egalai ¢ didal jall (g caniall e

— DIFI (pp. 1-57) [Sosiology]. DIFI. ki 4 uis/ sall (s bin ol iS5 afasin 4 L) 4Y
https://www.difi.org.qa/publications/%d8%a7%d9%84%d8%a5%d9%81%d8%hb1%d8%a7%d8
%b7-%d9%81%d9%8a-%d8%a7%d8%hb3%d8%aa%d8%ae%d8%af%d8%a7%d9%85-
%d8%a7%d9%84%d8%aa%d9%83%d9%86%d9%88%d9%84%d9%88%d8%ac%d9%8a%d8
%a7-%d8%a8%d9%8a%d9%86-%d8%a7%d9%84/?lang=ar

il y ALl s ol alnall Flaal) T 5 Alcinal) il ikl Raad 5l (2021) .om .z < e

oo lain ¥l ol sl @ sa e (g A Gkl iy il oy il - e 5 (2018) g o 2o

L paipe Ergas dnelaia¥) Rasdll 8 Galad) i ladd) ) slaie (ge Al 3

WWW.ajrsp.com 115



http://www.ajrsp.com/

AJRSP 22022-12-5 :)aa) Fli | s ¥ @l 1 el | ealadl il g Gilandd dpagalsy) ddaal)

N ISSN: 2706-6495

0

)

o STV e e A Ay g2 O 50 GLLT Ld3I00 5,05 (2020, April 3). ¢ Akl £LsY) NS
- A -l ga-alkaiaglalalls ) ) g https://www.gna.org.ga/ar-QA/News-Area/News/2020-03/04/
3 SVl

Ay el )
References:

Banisar, D., & Davies, S. (1999). Global Trends in Privacy Protection: An International Survey of
Privacy, Data Protection, and Surveillance Laws and Developments, 18 J. Marshall J. Computer
& Info. L. 1 (1999). UIC John Marshall Journal of Information Technology & Privacy Law, 18(1).
https://repository.law.uic.edu/jitpl/vol18/iss1/1

Bischoff, P. (2021, February 19). The rising tide of child abuse content on social media.

Comparitech. https://www.comparitech.com/blog/vpn-privacy/child-abuse-online-statistics/

Brandon, J. (2018, February 16). Terrifying high-tech porn: Creepy “deepfake” videos are on the
rise [Text.Article]. Fox News; Fox News. https://www.foxnews.com/tech/terrifying-high-tech-

porn-creepy-deepfake-videos-are-on-the-rise

Buelga, S., Martinez-Ferrer, B., & Musitu, G. (2016). Family Relationships and Cyberbullying. In
R. Navarro, S. Yubero, & E. Larrafiaga (Eds.), Cyberbullying Across the Globe: Gender, Family,
and Mental Health (pp. 99-114). Springer International Publishing. https://doi.org/10.1007/978-
3-319-25552-1 5

Caivano, O., Leduc, K., & Talwar, V. (2020). When you think you know: The effectiveness of
restrictive mediation on parental awareness of cyberbullying experiences among children and
adolescents. Cyberpsychology: Journal of Psychosocial Research on Cyberspace, 14(1), Article
1. https://doi.org/10.5817/CP2020-1-2

Cicchirillo, V. J. (2020). The impact of video game character viewpoints and task on perceptions
of cognitive and similarity identification. Cyberpsychology: Journal of Psychosocial Research on
Cyberspace, 14(4), Article 4. https://doi.org/10.5817/CP2020-4-2.

Clorinda, T. (2014). The Limits of Cyberspace Deterrence. National Defense University Press,
Joint Force Quarterly 75, 43-52. https://ndupress.ndu.edu/Media/News/Article/577560/the-

limits-of-cyberspace-

WWW.ajrsp.com 116



http://www.ajrsp.com/
https://www.qna.org.qa/ar-QA/News-Area/News/2020-03/04/

AJRSP 22022-12-5 : )aay) f i | Qs Y @il o) | alad) il g ilandd dragalsy) Alaal)

N ISSN: 2706-6495

0

)

deterrence/https%3A%2F%2Fndupress.ndu.edu%2FMedia%2FNews%2FNews-Article-
View%2FArticle%2F577560%2Fthe-limits-of-cyberspace-deterrence%2F

Fagni, T., Falchi, F., Gambini, M., Martella, A., & Tesconi, M. (2021). TweepFake: About
detecting deepfake tweets. PLOS ONE, 16(5), e0251415.
https://doi.org/10.1371/journal.pone.0251415

FBI, website. (n.d.). Cyber Crime [Folder]. Federal Bureau of Investigation. Retrieved September

29, 2022, from https://www.fbi.gov/investigate/cyber

Feal Fajardo, A. (2017). Study on privacy of parental control mobile applications [Masters, E.T.S.
de Ingenieros Informaticos (UPM)]. https://oa.upm.es/47135/

Fuss, J., & Béthe, B. (2022). 15—Cybersex (including sex robots). In D. J. Stein, N. A. Fineberg,
& S. R. Chamberlain (Eds.), Mental Health in a Digital World (pp. 307-344). Academic Press.
https://doi.org/10.1016/B978-0-12-822201-0.00010-1

GEORGE, A. S. H.,, FERNANDO, M., GEORGE, D. A. S., BASKAR, D. T., & PANDEY, D.
(2021). Metaverse: The Next Stage of Human Culture and the Internet. International Journal of
Advanced Research Trends in Engineering and Technology (IJARTET), 8(12), 1-10.
https://doi.org/10.5281/zenodo.6548172

Huang, C. (2021). Correlations of online social network size with well-being and distress: A meta-
analysis. Cyberpsychology: Journal of Psychosocial Research on Cyberspace, 15(2), Article 2.
https://doi.org/10.5817/CP2021-2-3

Khaled, S. M., Shockley, B., Qutteina, Y., Kimmel, L., & Le, K. T. (2018). Testing Western Media
Icons Influence on Arab Women’s Body Size and Shape Ideals: An Experimental Approach.

Social Sciences, 7(9), 142. https://doi.org/10.3390/socsci7090142

Knop, K., Onci, J. S., Penzel, J., Abele, T. S., Brunner, T., Vorderer, P., & Wessler, H. (2016).
Offline time is quality time. Comparing within-group self-disclosure in mobile messaging
applications and face-to-face interactions. Computers in Human Behavior, 55, 1076-1084.
https://doi.org/10.1016/j.chb.2015.11.004

WWW.ajrsp.com 117



http://www.ajrsp.com/

AJRSP 22022-12-5 : )aay) f i | Qs Y @il o) | alad) il g ilandd dragalsy) Alaal)

N ISSN: 2706-6495

0

)

Kogak, O., Yilmaz, 1., & Younis, M. Z. (2021). Why Are Turkish University Students Addicted
to the Internet? A Moderated Mediation Model. Healthcare, 9(8), 953.
https://doi.org/10.3390/healthcare9080953

Lonergan, A. R., Bussey, K., Fardouly, J., Griffiths, S., Murray, S. B., Hay, P., Mond, J.,
Trompeter, N., & Mitchison, D. (2020). Protect me from my selfie: Examining the association
between photo-based social media behaviors and self-reported eating disorders in adolescence.
International Journal of Eating Disorders, 53(5), 755-766. https://doi.org/10.1002/eat.23256

Lozano-Blasco, R., Robres, A. Q., & Sanchez, A. S. (2022). Internet addiction in young adults: A
meta-analysis and systematic review. Computers in Human Behavior, 130, 107201.
https://doi.org/10.1016/j.chb.2022.107201

Mantere, E., Raudaskoski, S., & Valkonen, S. (2018). Parental Smartphone Use and *“Bystander
Ignorance” on Child Development. https://helda.helsinki.fi/nandle/10138/310962

Pandey, N., Dé, R., & Ravishankar, M. (2022). Improving the governance of information
technology: Insights from the history of Internet governance. Journal of Information Technology,
37(3), 266-287. https://doi.org/10.1177/02683962211054513

Pontes, H. M., & Griffiths, M. D. (2015). Internet Gaming Disorder and its associated cognitions
and cognitive-related impairments: A systematic review using PRISMA guidelines. Revista
Argentina de Ciencias Del Comportamiento, 7(3), 102-118.
https://doi.org/10.32348/1852.4206.v7.n3.9236

Sheinov, V. P. (2021). Smartphone Addiction and Personality: Review of International Research.
RUDN Journal of Psychology and Pedagogics, 18(1), 235-253. https://doi.org/10.22363/2313-
1683-2021-18-1-235-253

Stoev, M. (2022, July 2). Online Parent Monitoring Tool [Info:eu-

repo/semantics/bachelorThesis]. University of Twente. http://essay.utwente.nl/91432/

The Common Sense Census: Media Use by Tweens and Teens, 2021 | Common Sense Media. (n.d.).
Retrieved September 18, 2022, from https://www.commonsensemedia.org/research/the-common-

sense-census-media-use-by-tweens-and-teens-2021

WWW.ajrsp.com 118



http://www.ajrsp.com/

AJRSP 22022-12-5 : )aay) f i | Qs Y @il o) | alad) il g ilandd dragalsy) Alaal)
M ISSN: 2706-6495

The Difference Between Cyberspace & The Internet. (2017, July 22). [IT & telcoms].
https://www.cybersecurityintelligence.com/blog/the-difference-between-cyberspace-and-the-
internet-2412.html

Wade, T. D., & Wilksch, S. M. (2018). Internet eating disorder prevention. Current Opinion in
Psychiatry, 31(6), 456. https://doi.org/10.1097/Y CO.0000000000000450

Zagefka, H. (2022). Lay Beliefs about the Possibility of Finding Enduring Love: A Mediator of
the Effect of Parental Relationship Quality on Own Romantic Relationship Quality. The American
Journal of Family Therapy, 0(0), 1-18. https://doi.org/10.1080/01926187.2022.2084797

(CC BY NC) .oalall yiill 5 cilayDU el SV dlaall ¢5 )Ll a8 Juad /Eialil) 2022 © s sina (5 siall aren

Doi: https://doi.org/10.52132/Ajrsp/v4.44.4

WWW.ajrsp.com 119



http://www.ajrsp.com/

